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Next-Generation Secure loT-Driven Smart
Cities: Integrating Quantum and Advanced
Novel Communication Technologies

Dr. Sushil Kumar Singh (Postdoc-UK, PhD-SeoulTech)
Associate Professor

Department of Computer Engineering,

Marwadi University, Rajkot, Gujarat, India

Abstract:

The evolution of smart cities is fundamentally driven by the integration of the Internet of Things (IoT), enabling
real-time monitoring, automation, and intelligent control across various sectors such as transportation, healthcare,

energy, and governance. However, as the number of interconnected devices continues to grow exponentially,

issues related to data security, latency, scalability, and network management have become increasingly critical.

This special guest lecture focuses on the transformative potential of next- generation secure loT-driven smart cities,
emphasizing the integration of quantum technology and advanced novel communication systems. Quantum

technologies, such as quantum key distribution (QKD) and quantum sensing, oGer unprecedented levels of
security and precision that can significantly enhance trust and reliability in urban digital infrastructure. Moreover,

the deployment of cutting-edge communication paradigms, including 6G, terahertz communication, software-
defined networking (SDN), and edge/fog computing, allows for ultra-fast, energy-eGicient, and decentralized data
handling. These innovations not only enhance connectivity but also reduce latency and facilitate the integration
of massive numbers of devices, which is crucial for future urban environments. The lecture will also explore how
blockchain, Al-powered network orchestration, and intelligent traGic systems contribute to resilient and adaptive

urban management. The convergence of these technologies presents a roadmap for building futuristic, sustainable,
and citizen-centric smart cities that can respond dynamically to real-time needs and potential threats. This
comprehensive discussion will benefit researchers, practitioners, and industry professionals objective of
understanding the interplay between loT, quantum innovation, and communication technologies in creating secure,
intelligent, and sustainable smart ecosystems of the future.

Biography:

(sushilkumar.singh@marwadieducation.edu.in) is an Associate Professor in the Department of Computer
Engineering at Marwadi University, Rajkot, Gujarat, India. He has completed a PostDoc at London Metropolitan
University, London, United Kingdom, under the supervision of Professor Bal Virdee. He received a Ph.D. degree
from Seoul National University of Science and Technology, Seoul, South Korea, under the supervision of
Professor Jong Hyuk Park. He received an M.Tech. Degree in Computer Science and Engineering from
Uttarakhand Technical University, Dehradun, India. He also received an M.E. degree in Information Technology
from Karnataka State University, Mysore, India. He has also been the lab leader of the UCS Lab at the Department
of Computer Science Engineering, Seoul National University of Science and Technology, Seoul, South Korea. He
has received the Best Lab Leadership Award from UCS Lab for 2019-2021. He is selected in the Top 2% of
scientists for the 2022-2023 and 2023-2024 years as per the list compiled by Stanford University and published
by Elsevier. He has more than 13 years of experience teaching in the field of computer science. He has published
Ten++ Books: Computer C Programming, Cyber Security, Big Data Analytics, Mobile Computing, and Secure
and Intelligent IoT-Enabled Smart Cities, and others. He attended the Erasmus+ Program at Pitesti University,
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Romania in 2024 and delivered two essential sessions to the foreign students. He has also published many high-
quality papers (Q1, Top 10% JCR Rank) in international journals and conferences. He has already delivered
international lectures in many countries. His research interests include Blockchain, Artificial Intelligence, Big
Data, Internet of Things, Smart City Security, and Cyber-Physical Systems. He is an Associate/ Guest Editor in
the Human-centric Computation and Information Sciences (HCIS) Journal, IEEE Journal of Biomedical and
Health Informatics (IEEE JBHI) Journal, IGI Global Publication, and Wiley Scrivener Publication. He is a
reviewer of the IEEE Wireless Communication Magazine, IEEE SYSTEMS, IEEE Internet of Things, FGCS,
TETT, EXSY, JISA, Computer Network, MDPI, CIE, HCIS, JIPS, Computing (COMP), Multimedia Tools &
Applications, and SCIS Journal. He also organizes the Research Activities Club, which promotes quality research
activities among young researchers at Marwadi University, Rajkot, Gujarat, India.
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A Development of an AI_Based Self Healing Post_Quantum Blockchain
Network Model to Enhance Marine Data Security
Azhar Abbas. Jong Hyuk Park
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Next-Generation Secure IoT-Driven Smart Cities: Integrating Quantum
and Advanced Novel Communication Technologies

Dr. Sushil Kumar Singh
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1. A Study on Developing ChatGPT Prompt Templates for Korean Writing
Correction as a Second Language
Hyeyoung Jee, Sinhye Nam

2. Quantum Al-Based Autonomous Mission Execution Model for Manned-
Unmanned Teaming Operations
Seo Yeon Moon

3. Network Intrusion Detection based on Mutual Information Feature Selection in

Internet of Things
Jueun Jeon, Seungyeon Baek, Byeonghui Jeong, Young-Sik Jeong

4. Discovering Emerging Technologies in the Public Sector: A Novel Systematic

Approach
Eun Sun Kim, Jeongeun Byun, Yunjeong Choi
5. Knowledge Distillation for Federated Learning with Biosignal Data in In-
Hospital Mortality Prediction
Jaedong Lee, Hyunwoo Park
6. Optimizing Federated Multi-Task Learning for IoT Devices
Dinh Tuan Anh, Ervu Choi, Min Choi

7. Quantum-Driven Anomaly Detection for Secure Maritime Communication

Networks
Minji Kim, Na Yeong Kim, Jong Hyuk Park
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1. Blockchain-based Secure Voting Mechanism Underlying SG Network
Deepak Kumar Verma

2. Sustainable IT Technology Trends
Jehn-Ruey Jiang

3. Application Permissions for iOS Ransomware Detection
Bille Remy, Stefanos Geroulanos

4. Deep Neural Network-Based Adversarial Anomaly Detection Scheme for
Secure Cloud Environment

Klaus Buchheim

5. Quantum Clustering Algorithms for Security in Distribute System
Klaus Buchheim, Sascha Mohrle

6. An Al-based Authentication Protocol for Cloud
Rajiv Kumar Gurjwa, AK Sangaiah
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